
Leverage SAP Cloud Platform, SAP 
Leonardo, and SAP S/4HANA for the 

Internet of Things and Blockchain
Michael Ryan, IBM

KJ Min, IBM
SESSION CODE: 10595







ÅOverview of SAP Cloud Platform and Leonardo

ÅBlockchain Use Case & Video with Demo

ÅIoT Use Case & Demo

Agenda



SAP Leonardo ς{!tΩǎ 5ƛƎƛǘŀƭ LƴƴƻǾŀǘƛƻƴ {ȅǎǘŜƳ
Å SAP Leonardo is our digital innovation system

Å SAP Leonardo brings new technologies and services together to help businesses power their digital 
transformation

Å Innovate, integrate, and scale with SAP Leonardo 
Å SAP Leonardo makes it easy to innovate with new technologies, integrate them into your business, 

and scale seamlessly as your company grows.

Å All the latest technologies and services in one intelligent system 
Å SAP Leonardo integrates new technologies on the SAP Cloud Platform, and offers design thinking 

services and expertise to help fast-track your digital transformation. Use the system to rapidly adopt 
new business models and capabilities ςand add future technologies as they emerge.

Å SAP Leonardo is a holistic digital innovation system that seamlessly integrates future-facing 
technologies and capabilities into the SAP Cloud Platform, using our Design Thinking Services.



What are the capabilities built into SAP Leonardo?
Å SAP sees SAP Leonardo as the future growth market (Digital Transformation)

Å SAP is building an eco system with Leonardo, like Apple App Store, where SAP 
ǇŀǊǘƴŜǊǎκŘŜǾŜƭƻǇŜǊǎ Ŏŀƴ ƳŀǊƪŜǘκǎŜƭƭ /ƭƻǳŘ !ǇǇǎΣ !tLΩǎ ŀƴŘ Lƻ¢ ¦ǎŜ /ŀǎŜǎ ŦƻǊ 
enterprises. This will also increase/expedite the adoption.

Å SAP re-organized the following SAP products and capabilities under SAP Leonardo 
brand.

Offering Type Description
SAP Cloud Platform 
(SCP)

Product Innovate quickly on this open, in-memory cloud platform ςwhich serves as the foundation for all SAP Leonardo technologies.

Internet of Things Capability tightly 
coupled with SCP

Use IoTtechnology to connect things with people and processes, and take advantage of the Industrial IoTand Internet of Everything (IoE).

Machine Learning Capability Embed easy-to-consume machine learning capabilities into your business ςand take advantage of AI-based insights.

Analytics Capability Deploy analytics across your business to uncover better insights ςand develop new processes and apps based on intelligence.

Big Data Capability Connect to, process, manage, and store a wider range of data than ever before ςfrom any source, structured or unstructured.

Design Thinking Services Get expert help with design thinking services such as solution ideation, rapid prototyping, and business case development. 

Blockchain Capability tightly 
coupled with SCP

Embed blockchainservices into your applications to speed up transactions and increase trust, visibility, and security.

Data Intelligence Capabilities Monetize your data and create new revenue streams by offering Data-as-a-Service (DaaS) to customers ςor for use internally.



What is SAP Cloud Platform (SCP)?
Å While SCP is the platform of choice for Leonardo, Leonardo is loosely coupled with SCP.  SAP Leonardo capabilities 

have been/can be deployed without SCP.

Å SCP is a subscription based cloud platform-as-a-service. (Yes, cloud only, and there is no on-premise installation of 
SCP).

Å SCP runs on HANA database.

Å I/L ҐҔ {/tΣ ōǳǘ {/t ґҔ I/LΦ I/L όI!b! /ƭƻǳŘ LƴǘŜƎǊŀǘƛƻƴύΣ ǿƘƛŎƘ ǿŀǎ ǳǎŜŘ ŦƻǊ ƛƴǘŜƎǊŀǘƛƻƴ ǿƛǘƘ /ƭƻǳŘ-based SAP 
applications such as SuccessFactors and S&OP, is now a part of SCP as SCP Integration.

Å Hence SCP is a platform for integration for Cloud to Cloud and On-premise to Cloud (Hybrid).

Å While PO (Process Orchestration, fka, PI) is the current preferred platform for integration for On-premise solutions. 
SAP is positioning SCP as the future preferred choice for On-premise integration as well, hence, covering all 
integration types (Cloud, Hybrid and On-premise integration). On-premise integration capability of SCP is very new 
and unclear.

Å With new PO (> 7.5) SAP is building Hybrid integration capabilities, the same capabilities of SCP for Hybrid 
integration, but PO would not support Cloud to Cloud integration, hence SCP is the preferred platform for all 
integration scenarios.

Å SCP is used for side-by-side extensibility for S/4HANA Cloud (or, b.k.a, S/4HANA Public Cloud)

Å SCP is a platform for IoT.  In order to build an IoT use case, you need a IoT service to communicate with an IoT 
device and a Cloud Foundry app to retrieve the data from the IoT device, manipulate the data and control the IoT 
device. These capabilities are built into SCP. 



What are the capabilities built into SCP?
Capabilities Description

Enterprise Mobility Take advantage of a comprehensive application development environment to create mobile apps that accelerate your business processes. Personalize 
your business apps based on data, rely on added security across touchpoints, and deliver apps in a beautiful UX. 

User Experience Provide a role-based consumer-grade user experience (UX) across all lines of business, tasks, and devices. Our cloud PaaS features an integrated UX 
component based on modern design principles ςto help you build and scale a simple, personalized, and responsive UX. 

Collaboration Services Facilitate collaboration and teamwork across your organization, no matter its size. With services that empower your people toorganize and share 
ƛƴŦƻǊƳŀǘƛƻƴ ƛƴ ŜŀŎƘ ƻǘƘŜǊΩǎ ǿƻǊƪǎǇŀŎŜǎΣ ȅƻǳ Ŏŀƴ ƛƳǇǊƻǾŜ ǿƻǊƪ ǉǳŀƭƛǘȅ ǿƘƛƭŜ ǎƘǊƛƴƪƛƴƎ ǘƘŜ ǘƛƳŜ ƛǘ ǘŀƪŜǎ ǘƻ ŎƻƳǇƭŜǘŜ ǇǊƻƧŜŎǘǎ ŀnd reach business goals. 

Integration Seamlessly integrate native cloud apps into your business landscape. Link your critical enterprise data to create customer specific apps across hybrid, on-
premises, and cloud environments. And then leverage APIs to engage with customers, connect to new partners, and expand into new markets.

Security Our cloud application development platform offers closely integrated enterprise security services to help protect the apps you develop ςand your 
business ςagainst threats. 

Analytics Deliver the actionable information your business needs to thrive. Leverage a comprehensive portfolio of analytics solutions built for the cloud ςincluding 
business intelligence (BI), Big Data analytics, and embedded software-as-a-service (SaaS) analytics. 

Internet of Things (IoT) Quickly develop, deploy, and manage real-time IoT, machine to-machine (M2M), and remote data sync applications ςwith SAP Cloud Platform Internet of 
Things service. Onboard and manage connected remote devices. And use real-time predictive analysis to improve intelligence and decision making at the 
core of your business ςand at the edge.

Data Management and StorageLeverage simple and scalable ways to store, access, manage, and share data. These services provide best-in-class data security, availability, management, 
and analytics for your business apps ςto accelerate agile innovation.

Development of IT Operations 
(DevOps)

Use our DevOps services to simplify app development and lifecycle management. And improve team productivity with the ability to code and collaborate 
anywhere. 

Business Services SAP business services power an open marketplace for new SAP Hybris, ISV, and other third-party apps. Sell your apps to other businesses ςor choose pre-
packaged apps for customer service, e-commerce, or micro-business services that leverage in-memory technology.

Runtime Containers {!t /ƭƻǳŘ tƭŀǘŦƻǊƳ ŀǇǇǎ Ǌǳƴ ƻƴ ŀ ƳƻŘǳƭŀǊΣ ƭƛƎƘǘǿŜƛƎƘǘ ŀǇǇƭƛŎŀǘƛƻƴ ǊǳƴǘƛƳŜ ŎƻƴǘŀƛƴŜǊ ǿƘŜǊŜ ǘƘŜȅ Ŏŀƴ ǳǎŜ ǘƘŜ ǇƭŀǘŦƻǊƳΩǎ ǎŜǊǾƛŎŜs APIs and Java EE APIs 
according to standard patterns. This makes it easier to build and run custom Java EE applications, SAP HANA XSJS, and HTML5/JavaScript-based apps in 
the cloud. 



SAP Leonardo IoT
Å SAP Leonardo IoT Bridge is a configurable cloud solution which offers a persona-centric work environment that correlates business 

processes with data from IoT applications to provide intelligent business solutions in real-time. 
Å SAP Leonardo IoT Foundation includes best of breed Business Services that enable developers to rapidly build IoT applications by 

leveraging digital twins, reusable application services, and applying predictive algorithms; and core Technical Services to process a 
high velocity of device data with the ability for streaming analytics and device management. The SAP Leonardo Foundation is based 
on the SAP Cloud Platform.

Å SAP Leonardo IoT Edge offers data protocol conversion, persistence and data analytics capabilities on Devices or Gateways for easy 
data ingestion to the platform, irrespective of the type of connectivity. In addition, it allows to execute business processes locally 
on an Edge device.

SAP	Leonardo	
IoT	Edge

SAP	Leonardo	IoT	Foundat ion

SAP	Cloud	Plat form/ 	SAP	HANA	Plat form

IoT	Business	Services

IoT	Technical	Services



Internet of Things Digitizes Our World, Providing Us with Prolific Amounts of Data 
and New Delivery Models That Allow Business to Engage in New Value Creation



The Problem with the Current Eco System and the need for 
Blockchain

é resulting in inefficient, expensive, vulnerable, less visible processes
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Recording of events is becoming much more complexé



Blockchain provides a more transparent, secure 
way to conduct business



Blockchain for BusinessτDimensions 

Shared Ledger

Append-only distributed 
system of record shared 

across business network

Smart Contract
Business terms embedded 

in transaction database & 

executed with transactions

Consensus
All parties agree to network 

verified transaction  

Privacy
Ensuring appropriate 

visibility; transactions are 

secure, authenticated & 
verifiable



Use Case - Cold Chain Sensitive Products Transport Monitoring 
using SAP S/4HANA, SCP, SAP Leonardo IoT & IBM Cloud 

Business Challenge:  Products that react to the immediate environment are popping up everywhere.  
Lives depend upon the safe and secured transport of such products and pharmaceuticals.  Many of these 
ŎǊƛǘƛŎŀƭ ǇǊƻŘǳŎǘǎ ŀǊŜ ǎŜƴǎƛǘƛǾŜ ǘƻ ǘŜƳǇŜǊŀǘǳǊŜ ŀƴŘ ƴŜŜŘ ǘƻ ōŜ ǘǊŀƴǎǇƻǊǘŜŘ ƛƴ ŀ ŎƻƴǘǊƻƭƭŜŘΣ ά/ƻƭŘ /Ƙŀƛƴέ 
supply system.  The greatest risk involved in the supply chains of temperature-sensitive products is 
adulteration due to damage or temperature excursions (deviation from required thermal ranges) and the 
costs for temperature excursions are very high.  A successful cold chain system requires the support of 
highly automated and, connected warehouse management procedures to monitor product temperature 
to avert revenue loss.
Solution: To deal with this business challenge, a unique IoT solution on SAP Leonardo IoT platform has 
been designed to track, monitor and analyze the condition of the cold-chain products during their 
transport.  This has been achieved by analyzing multiple factors such as real-time live reporting for pallet 
temperature deviations, identifying damaged pallets, identifying delayed shipments, automatic trigger of 
notification to stakeholders by integrating the platform with real time sensors that are attached with the 
pallets carrying the sensitive goods, etc.



Use Case - Cold Chain Sensitive Products Transport Monitoring 
using SAP S/4HANA, SCP, SAP Leonardo IoT & IBM Cloud 

Features ς
Å Monitor real-time temperature data 

generated by the sensors attached with the 
pallets carrying the sensitive products

Å Monitor vehicle movements from the 
plotted geo-map having vehicle information 
along with geo-coordinates on moving 
tracks including driver behavior and geo-
fencing on movements.

Å Monitor and analyze live temperature 
variance and trends through different 
charts based on data coming from Temp-
Tale IoT devices attached to the palettes.

Å View and report palette quality inspection 
result upon receiving the product.



Video demo demonstrates how IoT and Blockchain can be used 
to track the pharmaceutical cold chain from end to end. 

Å An active sensor is connected to a private Blockchain 
ǘƘǊƻǳƎƘ {!tΩǎ [ŜƻƴŀǊŘƻ Lƻ¢ ǇƭŀǘŦƻǊƳΦ ¢Ƙƛǎ ǎŜƴǎƻǊ 
tracks the temp of a product as it moves through the 
supply chain. 

Å At each step in the shipment, the temp data is 
written into the Blockchain, creating a permanent 
record of temp history. The record is only shared 
among the business partners involved with the 
transaction.

Å A Smart Contract is used to enforce the business rule 
that if the temp of the package exceeds 46 degrees it 
must returned and a substitute sent. 

Å Using Blockchain, there is a complete record of a 
ǇǊƻŘǳŎǘΩǎ ǘŜƳǇ ƘƛǎǘƻǊȅ ŀŎǊƻǎǎ ƳǳƭǘƛǇƭŜ ǇŀǊǘƛŜǎ ŀƴŘ 
touch points. 



Use Case - Oil Industry Service Maintenance using SAP S/4HANA, 
SCP, & IBM Cloud 

Business Challenge: Today, the oil and gas industry is in a state of transition. With increased supply from different parts 
of the world driving down prices, oil exploration and production companies are looking for innovative ways to help 
increase production uptime and asset performance. IoT technology devices can be easily embedded upstream in 
wellheads and downstream in refineries to help optimize production.

Solution: The Service Maintenance application provides the following capabilities
Å Machine Health and Utilization
Å Overall plant health and utilization at a glance
Å Monitor your critical assets with simple, color-coded machine statuses. Accessible from any browser, the dashboard 

makes machine monitoring quick and easy.  The Service Maintenance application tracks vibration, temperature and 
potential voltage differences data and updates the condition of your machines in real-time. Historical plant health is 
displayed to show how your machines are performing over time.

Å Accelerometer, Temperature and Potentiometer Dashboards provide streaming data capture and graphical 
representation. 

Å Secure device access through
Å Automated device alerts utilizing on board visual indicators and alarms
Å Automated text messaging and email indicating device status
Å Automated S/4HANA Maintenance Order, Stock Reservation and Purchase Order Creation
Å Data Stored in the SAP Cloud Platform HANA database



Use Case - Oil Industry Service Maintenance using SAP S/4HANA, 
SCP, & IBM Cloud 


